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5B16BCA-EO1 _ INFOBIMATION SECURITY

PABT-A
Short Answer

Answer all questions :

1 Lisl lhe goaLs oi informalion securily.

2. Define Cryplography.

3. A crypianalysl may use ahacl to bre.L lhe cipher.

4- DES is a block cipher. Stale True or False.

5. Expand RSA

6. Name any two attacks on RSA s qnalue.

PART B

Short Essay

Answer any 6 quesllons:

7 Difi-Aienr aie Acrive and Passive anacks.

8. Explain abolt Known plain ten atack wth neai sketch.

L Wrile sholt note on encrypt on and decrypiion wilh DES.

1 0. l4ention some weaknesses iou.d in lhe c]pher des gn ol DES.

(6x1=6)

(6x2=12)
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11. Whal is the principle ol public key cryplosyslems ?

12 Whal are lhe app calions oi key crypiosystems ?

1 3. Explain aboul adding coniidenliality io a digilal s gnalure.

14 Del.e forqery Frplr - irs rypes

PART C

Essay

Answer any four qlesiions : (413:12)

1 5. Wr te shorl nole on Prlnc ples oi Secur iy.

1 6. Explain aboul polya phabelic ciphers with example

1 7. Explain about llre key generation n DES wilh dlaqram.

18. Wdte and expla n the BSA a sorilhm.

19. Explain the diflerences behveen lhe convenlional s gnal're and digilalsignature.

20. Wdte note on public key cryptosyslerns.

PAFIT D
Long Essay

An>werany 2 qLesrio4s (2x5=10)

21. Explain in delailaboutlhe attacks threalening conlidentially inlegrly and

22. Explain in delailaboutlhe classificaliors otlransposilon cphers wth exarnple.

23. Explain about Muliple Dala E.crypljon Standard (Mrtiple DES)

24. Expain in detailaboul RSA diqiial signalure scheme.


