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SECTIONGA
Answer any ten questions. Each _n;'jqu'éstit::n:_w earrigs three. marks.
Differentiate symmetric and asymrielfic engryptiond
What are the significant featuses of prithe number in information security ?
Why network need secuitys |Ustify’ i
Find ged (56, 86) using, Eucligdalgoritam.
What are the secggﬁy; 5p§jans PGR aflows whef' sending an email message ?
What is Ewpmﬁiysiﬁ_.gﬁd-qw?ﬂgraphy ?
What are ihe properties of digjital signature ?
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What'ls message authentication ?

o

De_finé'digitat signature.

10. What are the essential ingredients of the public key directory ?

11. Mention the scenario where Kerberos scheme is preferred.

12, What are the properties of MAC security have ? (10x3=30)
SECTION - B

Answer all questions. Each question carries ten marks.
13. a) Define encryption. Describe the various classical encryption techniques with

suitable example. 10
OR
b) Define Steganography. Discuss the various classical encryption technigues
with suitable example. 10
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14. a) What requirements must a public key cryptosystem to fulfil to a secured

algorithm ? 10
OR
b) List out the design principles of block cipher, explain the marits of each of
them. 10
15. a) Discuss the discrete logarithm and Diffi-Hellman key.exchange algorithm
with its merits and demerits. 10
OR
b) Explain the Kerberos version 4 -messagééxchanges. 10
16. a) Describe HMAC algorithm In detail. 10
OR

b) Write the digital signature algorithmoWith a-bleck diagram explain functions
of signing and verification of digita) Signaiure,, 10

17. a) How does PGP pmwcfe cmuﬂenna}ﬁy‘aucﬁaﬁdhﬂmmanon service for e-mail
and file storage applications 7 Diaw théhk‘mkd;agram and explain
its componenis. 10

‘OR

b) i) Exg!am the types of Host Dasecl intrusion detection. List any two IDS
software available. 10

“ii) Explain in detail about various schemes of digital signature.




