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Part A (Answer any 6 questions. Each carries 3 marks)
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" should users take to stay secure when using public Wi-Fi? 6

14.

What major developments led-to the modern Internet? 3
What is the function of an operating system? 3
What is cyber security? 3
What is a social network? ; 3
What are some common featurés found-on Social media platforms? 3
‘What is a password secuzity poliey? 3
What are the risks of delaying or ignoring security patches? 3
What is a Network Firewall? ' 3

Part B (Answer any 4 questions: Each carries 6 marks)

Compare the use.of email and messaging apps (like WhatsApp) for communication.
What are their similarities and differences in terms of speed, accessibility, and
security? ; 6

If a.gmall business wants to protect its compiiters from cyber threats, how should
itnimplement basic security measures effectively? 6

Evaluate the effectiveness of current international cyber laws in preventing cyber
crimes. What improvements would you suggest? 6

Digcuss the role of encryption in protecting mobile data. How does full-disk en-
cryption differ from file-level encryption on mobile devices? 6

How can an attacker exploit an unsecured public Wi-Fi network? What steps

How does a host firewall help in preventing cyber threats? Provide an example of
a scenario where a firewall blocked a malicious attack. 6

Part C (Answer any 2 question(s). Each carries 14 marks)

. Evaluate the effectiveness of cybercrime reporting mechanisms in India and suggest

improvements. ; 14



16.. Imagine you are a business owner who just suffered a cyberattack. What immediate
steps would vou take to minimize damage and prevent future attacks? 14

17. Design a simple privacy guide for new social media users. Include steps to manage
privacy settings, report harmful content, and avoid common pitfalls. 14



