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Part A (Answer any 6 questions. Eactr carries 3 rnarks)

I Whal, rnajor developments led.to the modern Internetl

2. \\ihat is thc function of an operating svst-.nr?

:1. \4rhat is cybcr security?

I \\l'.,r .r.,r,i r"t'rorkl

' \\'ar rr, .r Inr'rr': lorrJ onso"i . m^rir plr'lorm'"

6. What is a password sccurity policy?

7. What arc the risks of delaying or igrorjDg security patches?

E. What is a Network Firervall?

Part B (Answer any 4 questions. Each carries 6 rnarks)

9. Compare the use of email and messaging apps (like WhatsApp) for communication.
What are their similadties and diflerences in terms of speed, a.cessibility, and
secudtv? 6

10. If a small business wants to protect its compliters from cyber threats, horv should
it irnplenerlt bilsic security measures eficctively? 6

11. Evaluate the eflectiveness of cuuent rriernatiol]al cyber larvs in preventing cyber
criures. What irnprovernents would you suggest? 6

12. Discllss the role of encrwtion in protecting mobile data. Hos' does full disk en-

cryption differ fro:l lile-level encryption on mobile devices? 6

Horv can an at|acker exploit an unsecurcd public Wi-Fi nctwork? What steps
should userc take to stay secure when using public Wi-Fi? 6

How does a host firewall help in preventing cyber threats? Provide an example of
a scenario where a firewa1l bloc,.ked a malicious attack- 6

Tlnre : 120 rnin

13.

11.

\'{axirmrm \larks : 70

Part C (Answer any 2 question(s), Each carries 14 marks)

15. Evaluate the efiectiveness of cybercrimc reporting mechanisms in India and suggest
improvements. 14
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