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SECTION- A

a) ln asyrirnelric key cryptography 

- 

kev is kepi as secrel

b)

c)

F used ro lndso4e insecurrty 'a cryoroora o' c scheme

a qorithm s used onlyior key exchange

e) Nrlessaqe block size oi SHA 512 is

rs an e\amp e lor D grlal signalure slanda'd.

d) MIC slafdsfor

0

h) rslhe iirstsiep in DES.

o) Dala Encryption Standard also called as

SECTION_ B

Wrile shorl notes on any seven ol lhe following queslions : l7x2=14)

2. Briefly expaln dlllerenlgoals ofsecu ty

3. Lisidiflerenl caiego esol virus

4. Whal is transpos llo; cipher ?

5. Explain olre llme padding.

6. LisisirengthsolDES.
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7. ls Lrse ol weak keys and sem weak keys are conside red as laoll in DES ?

8. Define Eulelslot €nl phitunction.

9. Gjve anvlwo applications oi Public key sysiem.

1 0. What is l4essage Authentical]on code ?

11. How Sleqanog€phy difle rs lrom CryplogGphy ?

SECTION -C

Answe r any lour oi the following questions I (4x3=12)

12. Wilh a suitable diagtam expla n a mode lor network secu I ly

13. Encrypt ENEMY MUSTBE STOPPED'wiih key OCCURRENCE" and play

faircipheing.

14. b(painTriple DESwilh suilable d agrarn.

15. Brielly explain anythree vulnerabillles idenl {ied in DES.

16 Preparc cipherlextcorrespondingio rnessage l\,4 = 10 using BSA il public kevis

[n=39&e=s].

17. Explain atiacks possib e on Dlgllal Sig natures

SECTION_D

Wite an essayon anytwo olthelo owing: (2x5=10)

18. Lisl and briefly expa n d tte reni categories ol securly services.

19. Wilh asuitable blockdiagram explain overall structu re ol DES.

20. Explain RSAalgorilhm willr a suiiable example.

21. Wlralis aHashfunctibn ? Explainihe requiremenls forasecure Hashfunclion


