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PART-A ¢
Answer any ten questions. Each qL@stion@gg{;'"res thtee marks :
1. Draw and explain Symmetric/Key wp?égrépffy” N\
2. Discuss Transposiﬁon' tefﬁhmqugs R R
3. Explain stegnography andits fechigties.
4. Discuss congruence in erypregraphy with its properties.
LY NS INY AANNDEN A
5. Explain Euclidean Algorithin.
6. What are thesfrengths 6f RES ? v
7. Explaigthe Evaluaﬁon criteria of AES.
8. Digduss Meet in the Middle Attack in 2DES.
9. What is ECB and mention its drawback ?
10. Explain RC4 Algorithm.
11. lllustrate and explain Public key Cryptography.

12. What is Kerberos ? Discuss its components.
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PART - B
Answer all questions. Each question carries ten marks :

13. a) Explain the different substitution techniques in cryptography.
OR
b) i) Discuss field and its properties in cryptography.
ii) Explain finite field and its types briefly.

14, a) Draw and explain AES Algorithm.
OR
b) Distinguish between Double DES and Triple DES bribily.
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15. a) i) Discuss the features of Disgrete logarftims.
i) Briefly explain Diffie Helman KeuExchagge
OR
b) i) Describe the concepts ofash fufictions ‘é*f@ptography briefly.
ii) Explain SHA-512 Algafithm. 5\ & RS
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16. a) i) Explain HMAC Algm‘lth;p,,. O
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i) Describe the Kﬁportaﬂf;ée\'of Digital Signatlre 'i-fnv,ﬁryptography briefly.

b) Explain’key managementin cryptography. °
17. a) i) Explain the importance of PGP.
ii)y What is Firewall ? Mention its properties.
OR

b) i) Who is an Intruder ? What is an intrusion detection system ?
ii) Explain IP security briefly.
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